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Oracle Enterprise Repository Advanced Container Authentication Login Module

(SSO ) HTTP

eTrust Siteminder
SiteMinder Oracle Enterprise
Repository

Access Administrator

SSO SOAP - AuthtokenCreate REX API
SOAP Advanced Container Login Module
SOAP SOAP
Oracle Enterprise Repository enterprise.container.auth.username
namespaceUri www.oracle.com/oer SOAP
SOAP Oracle Enterprise
Repository enterprise.loginmodules.fallbackauthentication
enterprise.loginmodules.fallbackauthentication true
PluggableLoginModule
LDAP

Container Managed
Login Module Advanced Container Login Module (SSO)
[System Settings]

REX API
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SiteMinder

Oracle Enterprise Repository [Admin]

1. [System Settings]
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2. [Search]
enterprise.authentication.advancedcontainer.enabled
[True] [Save]

3. [Enable New System Setting]
cmee. jws.pass-all-cookies

Enable New System Setting

4. [Enable]

[Server Settings] [Java Web Start (JWS)]
[JWS Pass All Cookies]
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5. [True]
6. [Save]

7. [System Settings] [Search] container loginmodule

[Enterprise Authentication] [Containter Login Module]

Lorinined Logn Samngs

Contaner Login Modusa Class Nama |

T OGO GO e O T e Eikak A P Pl S bR e A2GH MBS

Ceataimar Losgin Modube Desplay Hamss [

BT L ) el S0P P S e D B = et g T Ty
Al P e v -r

Codbasner Logen WModuls

Wi S rraduii S rlnineiSrmSdull et Dl

= True T False
Ensbim P a == ler-ae fogy- moduis
Coataer Loggn Modubs - internal Chescking & True © False

afrisitrae EorTmiduies SOfrini el mdduis (A0S ldedansg Empilan r-tm— gl Sgdomg b Fom moeim e iogo mmod

8.
o [Container Login Module Class Name]
[ J
com. Flashline.enterprise.authentication.server . loginmodule.AdvancedCo
ntainerLogin
o [Container Login Module Display Name]
) Advanced Container Login Module
o [Container Login Module]
o [True]
9. SSO (
)
o [Username Header Name]
o uiD [Name]
. ID (
)

o [Firstname Header Name]
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o [Middlename Header Name]
. (
[Name] ( )

o [Lastname Header Name]

. ()

o [Status Header Name]

[Name]
. OER
C )
e 00-
e 10-
o 20-
e 30-
o [Email Header Name]
[ ]
[
« )

o [Phone Header Name]

o [Roles Header Name]

o [Department Header Name]
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10. SSO

o [Use Container passed Departments]

[True]

[Departments passed within single header]

(@)

[True]
o [Department Delimiter]
o 1
¥u0020 ( ) Unicode
o [Use Container passed Roles]
[ ]
[True] ( :
[true] Oracle Enterprise Repository
)
o [Roles passed within single header]
[ J
[True]
o [Role Delimiter]
o 1
¥u0020 ( ) Unicode

(@)

[Assign default roles to users]
¢ Oracle Enterprise Repository

[True]

[Auto create missing roles]
¢ Oracle Enterprise Repository
Oracle Enterprise Repository
[True]

(@)
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o [Auto create missing departments]

o Oracle
Enterprise Repository [True]
11. [System Settings] [Search] cookie login module
[Enterprise Authentication] [Cookie Login Settings]
12. [Cookie Login Module] [False]
13. [System Settings] [Search] plug-in login
[Enterprise Authentication] [Plugin Login Settings]
14. [Plug-in Login Module] false

15. [Save]

Oracle Enterprise Repository SSO

SiteMinder Oracle Enterprise Repository
Asset Editor

1.
o cmee. jws.suppress-authorization-header
2. [True]
3. [Save]
[ ]
O]
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1. WEB-INF/classes containerauth.properties

SiteMinder

SiteMinder
SiteMinder SiteMinder
true
SiteMinder
null
(*) )
Oracle Enterprise Repository
SiteMinder

©c 0 0O 000 00 0 0 0 0o 0o o0 o

SiteMinder

)
enterprise.container.auth.username = <UID>*
enterprise.container.auth.firstname = <FIRST_NAME>
enterprise.container.auth.middlename = <MIDDLE_NAME>
enterprise.container.auth.lastname = <LAST_NAME>
enterprise.container.auth.status = <STATUS>
enterprise.container.auth.email = <MAIL>*
enterprise.container.auth.phone = <PHONE>
enterprise.container.auth.roles = <ROLES>
enterprise.container.auth.depts = <DEPARTMENTS>
enterprise.container.auth.enable-synch-roles = true
enterprise.container.auth.roles-single-header = true
enterprise.container.auth.roles-delimiter = ¥u0020
enterprise.container.auth.enable-synch-depts = true
enterprise.container.auth.depts-single-header = true
enterprise.container.auth.depts-delimiter = ¥u0020

enable-synch-roles enable-synchdepts

Unicode
Unicode
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2. SiteMinder Web
HTTP AJP
(Apache HTTP Server mod_jk/mod_jk2 IBM HTTP Server
mod_was_ap20_http ) HTTP
HTTP

cmee.properties

o WEB-INF/classes cmee.properties
o (Coyote Tomcat)

e cmee.server.paths.image=http¥://tomcat.example.com¥:8080/flashli
ne-web/images

e cmee.server.paths.jsp=http¥://tomcat.example.com¥:8080/flashline

e cmee.server.paths.servlet=http¥://tomcat.example.com¥:8080/flashli
ne

e cmee.server.paths.jnlp-tool=http¥://tomcat.example.com¥:8080/flash
line-web/webstart

e cmee.server.paths.resource=http¥://tomcat.example.com¥:8080/flas
hline-web

e cmee.enterprisetab.homepage=http¥://tomcat.example.com¥:8080/fl
ashline/custom/home.jsp

e cmee.assettab.asset-detail-page=http¥://tomcat.example.com¥:808
O/flashline/cmee/index.jsp

. (mod_jk2 Apache HTTP Tomcat
)
e cmee.server.paths.image=http¥://apache.example.com/flashlineweb
/images

e cmee.server.paths.jsp=http¥://apache.example.com/flashline

e cmee.server.paths.servlet=http¥://apache.example.com/flashline

e cmee.server.paths.jnlp-tool=http¥://apache.example.com/flashline-w
eb/webstart

e cmee.server.paths.resource=http¥://apache.example.com/flashline-
web

e cmee.enterprisetab.nomepage=http¥://apache.example.com/flashlin
e/custom/home.jsp

e cmee.assettab.asset-detail-page=http¥://apache.example.com/flashl
ine/cmee/index.jsp

. URL

http://apache._example.com/flashline/index.jsp

3. Oracle Enterprise Repository
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SiteMinder

RBAC
1. Oracle Enterprise Repository [Admin]
2. [Admin] [Roles]
3. [Create New]
4 Browse_Only

o [Automatically assign to new users]

. [Save]

. [1: Create/Submit]
. [Edit]

~N O Ol

o [Automatically assign to new users]
8. [Save]

9. [User]
10. [Edit]

o [Automatically assign to new users] (Oracle Enterprise
Repository [User]

)
11. [Save]

12. [Custom Access Settings]
13. [Create New]

14. Browse_Only
o [Automatically assign to all new assets]
o Browse_Only
o [View]

15. [Save]

16. [OK]
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1. Oracle Enterprise Repository [Admin]
2. [Admin] [Roles]

3. [Create New]
4

Browse Only

o [Automatically assign to new users]

o
5. [User]
6. [Edit]
o [Automatically assign to new users] (Oracle Enterprise
Repository [User]
)
7. [Save]

Oracle Enterprise Repository SiteMinder
Oracle Enterprise Repository

SiteMinder
SiteMinder

Oracle Enterprise Repository
SiteMinder
Oracle Enterprise Repository

e [Enable Unapproved User Login] = true ( . enterprise.properties)
o enterprise.security.unapproveduser.allowlogin=true
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Oracle Enterprise Repository
SiteMinder

e [Enable New User Notification] = true ( : cmee.properties)
o cmee.new.unapproved.users.notify=true

false

SiteMinder
e [Enable Department Syncing] = true ( : containerauth.properties)
o enterprise.container.auth.enable-synch-depts -
true false
e [Enable Department Creation] = true ( . containerauth.properties)*
o enterprise.container.auth.auto-create-missing-depts -
true
SiteMinder SiteMinder
Oracle Enterprise Repository
SiteMinder
o) 1-

enterprise.container.auth.enable-synch-depts= true
enterprise.container.auth.depts-single-header= false
enterprise.container.auth.depts-delimiter=""
enterprise.container.auth.depts= DEPT_HEADER_NAME

DEPT _HEADER NAME=DEPTA
DEPT_HEADER_NAME=DEPTB
DEPT_HEADER_NAME=DEPTC
and NOT

DEPT_HEADER_NAME=DEPTA DEPTB DEPTC ...
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o} 2 - 1

enterprise.container.auth.enable-synch-depts= true
enterprise.container.auth.depts-single-header= true
enterprise.container.auth.depts-delimiter= """
enterprise.container.auth.depts= DEPT_HEADER_NAME

DEPT_HEADER NAME=DEPTA"DEPTB"DEPTC" ...
and NOT
DEPT_HEADER_NAME=DEPTA

DEPT_HEADER_NAME=DEPTB
DEPT_HEADER_NAME=DEPTC

SiteMinder
e [Enable Role Syncing] = true ( . containerauth.properties)
o enterprise.container.auth.auto-create-missing-roles -
true false
SiteMinder
SiteMinder Oracle

Enterprise Repository
Oracle Enterprise Repository

o [Enable Missing Role Creation] = true ( . containerauth.
properties)
e enterprise.container.auth.auto-create-missing-roles = true

Siteminder 1
® 1 -

enterprise.container.auth.enable-synch-roles= true
enterprise.container.auth.roles-single-header= false
enterprise.container.auth.roles-delimiter=""
enterprise.container.auth.roles= ROLE_HEADER_NAME
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ROLE_HEADER_NAME=ROLEA
ROLE_HEADER_NAME=ROLEB
ROLE_HEADER_NAME=ROLEC

and NOT

DEPT_HEADER_NAME=ROLEA ROLEB ROLEC ...

° 2 -
enterprise.container.auth.enable-synch-roles= true
enterprise.container.auth.roles-single-header= true
enterprise.container.auth.roles-delimiter= """
enterprise.container.auth.roles= ROLE_HEADER_NAME
DEPT_HEADER_NAME=ROLEA"ROLEB"ROLEC" ...
and NOT
ROLE_HEADER_NAME=ROLEA

ROLE_HEADER_NAME=ROLEB
ROLE_HEADER_NAME=ROLEC

log4fl.properties
log4j.category.com.flashline.enterprise.authentication.client.LoginContext=debug, cmeelLog
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