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1 LDAP/AD Oracle
Enterprise Repository
admin
LDAP/AD 1
LDAP Oracle Enterprise Repository OER

LDAP/AD Oracle Enterprise Repository

LDAP

Oracle Enterprise Repository [Admin]

1. [System Settings]

[System Settings]

2. [Cookie Login Settings] [Enterprise Authentication]
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3. [Allow Cookie Login] [False]
4. [System Settings Search]

5. enterprise.authentication. ldap.enabled
[True] [Save]

[True] [False]

o[Default to Cookie Login]
o [False]

o[Unapproved User Login]
e [True]

o[Cookie Login Module]
o [False]

o[Cookie Login Module - Internal Checking]
o [False]

o[Plug-in Login Module Class Name]

com.flashline.enterprise.authentication.server.loginmodule.
LDAPLogin

J ) LDAP /
LDAP

o [Plug-in Login Module Display Name]

o Enterprise LDAP Login
o [Plug-in Login Module]

o [True]
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o [Plug-in Login Module - Internal Checking]
o [False]

LDAP/Active Directory

[System Settings]

2. [System Settings Search]

[True] [False]

o[LDAP Server Host Name]

o [LDAP Server Port Number]
o 389

o [LDAP Mask]
e LDAP uidy="

e  Active Directory
samAccountName¥="

o [Creation of Unapproved User Accounts]
o [True]

o [Assign default roles to users]
o [True]

o [Auto create missing roles]
o [True]
° X LDAP/AD
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o [Auto create missing departments]

[True]

LDAP/AD

o [LDAP Version]

3 )

o [Administrator Account Distinguished Name]

Active Directory

DN
: CN=Some_User,CN=Users,DC=ad,DC=example,
DC=com

o [Administrator Account Password]

Name]

[Administrator Account Distinguished

o [Use SSL Connection]

[True]
[false]

LDAP SSL

o [Follow referrals]

[True]
o [Retrieve data using the admin account]
LDAP ( ) [False]
Active Directory LDAP [True]

o [Search Start Location]

LDAP :OU=MemberGroupB, O=en_us

Active Directory
:CN=Users,DC=ad,DC=example,DC=com

o [Search Scope]
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. [subtree]

(baseDN )

o [Attribute Name that Identifies a Found Entry]

.
e LDAP cuid
e Active Directory : samAccountName
o [Found Entry Email Attribute Name]
. mai |l
o [Found Entry First Name Attribute Name]
o givenName

o [Found Entry Middle Name Attribute Name]
e LDAP Active Directory ( )

o [Found Entry Last Name Attribute Name]
. sn
o [Found Entry Telephone Number Attribute Name]

. telephoneNumber

o [Use LDAP Departments]
e [True]

) : Oracle Enterprise Repository

o [Department Attribute]
. department

o [Use LDAP Roles]

o [False]

o [Role Attribute]

o LDAP / Active directory
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o [Second Level Lookup Attribute]

3. [Save]

4. Oracle Enterprise Repository

Oracle Enterprise Repository LDAP/Active Directory Connector
Oracle Enterprise Repository

Repository

DN

LDAP

Oracle Enterprise

Oracle Enterprise Repository LDAP/Active Directory Connector Oracle
Enterprise Repository LDAP Active Directory
LDAP
Oracle Enterprise Repository
LDAP
LDAP Oracle Enterprise Repository
LDAP Oracle Enterprise
Repository
LDAP
1
LDAP Oracle Enterprise Repository

Oracle Enterprise Repository
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o ldap.allow-user-creation

o [False]
o enterprise.security.unapproveduser.allowlogin
o [False]
2
LDAP Oracle Enterprise Repository
Oracle Enterprise Repository
[
o]
Oracle Enterprise Repository
Oracle Enterprise Repository
[ J
o ldap.allow-user-creation
o [True]
o ldap.assign-default-roles
o [True]
o enterprise.security.unapproveduser.allowlogin
o [False]
3
LDAP Oracle Enterprise Repository

Oracle Enterprise Repository
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LDAP

Directory

LDAP

LDAP

Oracle Enterprise Repository

Idap.allow-user-creation

e [True]

lIdap.assign-default-roles

e [True]

[User]

enterprise.security.unapproveduser.allowlogin

e [True]

Enterprise Repository
[Retrieve Data As Admin]

[Bind DN]

) Active
Oracle

[Bind Password]

Active Directory

Traditional LDAP (InetOrgPerson)

|dap.host ad.example.com ldap.host ldap.example.com
|dap.port 389 ldap.port 389
|dap.version 3 |dap.version 3
ldap.bindDN CN=Some_User, ldap.bindDN (

OU=Users,DC=ad,

DC=example,DC=com )
ldap. ldap. (
bindPassword bindPassword

)

ldap.retrieve- true ldap.retrieve- false (
data-as-admin data-as-admin TRUE)
ldap.mask sAMAccountName=" ldap.mask uid="
|dap.baseDN CN=Users,DC=ad, ldap.baseDN OU=MemberGroupB,

DC=example,DC=com

O=en_us
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|dap.scope subtree ldap.scope one

ldap. samAccountName ldap. uid
uniquelDAttrib uniqueUDALtrib
|dap.emailAttrib | mail ldap.emailAttrib | mail

ldap. givenname ldap. givenName
givennameAttrib givennameAttrib

ldap. sn ldap. sn

surnameAttrib

surnameAttrib

ldap. telephonenumber ldap. telephoneNumber
telephoneAttrib telephoneAttrib
|dap.deptAttrib | department |dap.deptAttrib department

ldap.rbac.mapperclass

com.flashline.enterprise.authentication.server.loginmodule.
LDAPMapperimpl

|dap.deptAttrib

department

|dap.rbac.roleAttrib roles

|dap.allow-user-creation | true

|dap.enable-synch-roles | true

|dap.enable-synch-depts | true
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